PRIVAC]Y IMPACT ASSESSMENT (PIA)
For the

Digital Training Management System (DTMS)

U.S. Army Training and Doctrine Command (TRADOC)

SECTION 1: IS A PIA REQUIRED?

a. Will this Department of Defespse (DoD) information system or electronic collection of
information (referred to as an Telectronic collection” for the purpose of this form) collect,
maintain, use, and/or disseminfte PIl about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices bglow. (Choose (3) for|foreign nationals).

[J (1) Yes, from members of the gpneral public.
[T (2) Yes, from Federal personng|* and/or Federal contradtors.

X] (3) Yes, from both members offthe general public and Federal personnel and/or Federal contractors.
] (4) No

* "Federal personnel" are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees."

b. If "No," ensure that DITPR gr the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is nlot required. If the DoD information system or electronic
collection is not in DITPR, ens'ﬂre that the reason(s)|are recorded in appropriate
documentation.

c. If "Yes,"” then a PIA is requingd. Proceed to Section 2.
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SECTION 2: PIA SUMMARYJ!ﬂFORMATION

a. Why is this PIA being created f

[[]  New DoD Information System M

[X]  Existing DoD Information Sjstem M
r[-uformation

M Significantly Modified DoD

System

b. Is this DoD information system
Router Network (SIPRNET) IT Reg|stry?

X Yes, DITPR

X Yes, SIPRNET

] No

c. Does this DoD information sysf
by section 53 of Office of Manage

I Yes

If "Yes," enter UPI

If unsure, consult the

Enter DIT]

Enter SIF)

.
?

r updated? Choose

registered in the DIT

m have an IT invest

X No

PR System Identificationn Number

RNET Identification Number

one:

New Electronic Collection

Existing Electronic Collection

PR or the DoD Secret Internet Protocol

2929 (DA76791)

ment Unique Project Identifier (UPI), required

ent and Budget (OMB) Circular A-11?

Component IT Budget Paint of Contact to obtain the UPI.

d. Does this DoD information syst¢m or electronic collection require a Privacy Act System of

Records Notice (SORN)?

A Privacy Act SORN is required if the in
or lawful permanent U.S. residents that
information should be consistent.

X Yes

If "Yes,"” enter Privacy Act SORN [identifier

1ﬁrmation system or electron
i

retrieved by name or othe

M No

ic collection contains information about U.S. citizens
unique identifier. PIA and Privacy Act SORN

DoD Component-assigned d

Consult the Component Privally Office for additional infa

access DoD Privacy Act SO

or

Date of submission for approval td
Consult the Component Frivacy Office for this date.
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Pending

approval for new SORN (A0350-1X TRADOC)

ignator, not the Federal R

egister number.
rmation or

s at.  http://www.defenselink.mil/privacy/notices/

Defense Privacy Office
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e. Does this DoD information syz
Contact the Component Information M

[

X

f. Authority to collect information
requirement must authorize the coflection and mainten

~ statute within the DoD Compor
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This number indicates OMB app;

regardless of form or format.
Yes

Enter OMB Control Nu

Enter Expiration Date

No

(1) If this system has a Privac)| Act SORN, the authori

SORN should be the same.

(2) Cite the authority for this
and/or disseminate PII. (If m

(a) Whenever possible
the operation of the system an

(b) If a specific statute
be cited. An indirect authority

a program, the execution of whjich will require the colle

(c) DoD Components q
housekeeping”) as the primary

I

i A Federal law, Exec

fem or electronic col
hagement Control Office

val to collect data from 1(

ection have an OMB Control Number?

r or DoD Clearance Officer for this information.

or more members of the public in a 12-month period

nber

cite the specific provis
] the collection of PII.
br EO does not exist, dé

hay be cited if the authg

thn use their general sig
huthority. The requirem
ent should be identified

utive Order of the President (EO), or DoD

ance of a system of records.

ties in this PIA and the existing Privacy Act

%ID information system or electronic collection to collect, use, maintain
uliple authorities are cited, provide all that apply.)

ons of the statute and/or EO that authorizes

>termine if an indirect statutory authority can
rity requires the operation or administration of
ction and maintenance of a system of records.

tutory grants of authority (“internal
ent, directive, or instruction implementing the

Secretary of the Army 3013; Arn
9397, as amended (SSN).

iy Regulation 350-1, Arm

y Training and Leader Development; and E.O.
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g. Summary of DoD informati
should be consistent with sec

a
»

!

n system or electron
rity guidelines for re

(1) Describe the purpose of
describe the types of person

f

is DoD information sy
information about ing

ic collection. Answers to these questions
lease of information to the public.

stem or electronic collection and briefly
ividuals collected in the system.

DTMS is a commercial off the shel
digital training management task.
protected management tool for con
to completely manage the entire le
companies, battalions, brigades, di
agencies can access and utilize thd
sustainment, collective and individy
support Unit Set Fielding (USF), Ini
provides users with an automated 11
system will allow the scheduling of

DTMS is used for Mission Essentia

supporting USF, IOT&E, Collectivef]

COTS) software, which
he system provides train
ucting and tracking digit
ning environment for all
sions, corps, program nj
system. DTMS tracks n
al training. The integratig
al Operational Test and
ethod for tracking and m
vents, as well as the abi

1
H

Task List (METL) develq

Unit HHC, and Unit Staff. DTMS pry
Strategy (CATS) tasks, the Army U
DTMS has the ability to develop A
track weapons qualification, Army
training, MOS training, and deploy

identifies repeated training short-co
time. It also provides the command

2. Maintaining an updated class sc

4. Providing the capability to correl

7. Creating detailed reports on all a
Microsoft Word, Excel, and Access

Enhanced capabilities include:

including classroom sessions in on

7. Tracks attendance at training.

8. Automates the event manageme
9. Track and manage online events

completion.

events. It compiles and displays a |

DTMS provides the capability for cq

subordinate units to better address |

DTMS provides users with a compre
1. Maintaining a single centralized d

3. Providing on-line, 24/7 registratioj

5. Tracking and managing all traini

8. Tracking of individual soldier tran{
9. Tracking all levels of organizatiorjs
10. Automating the registration progg
11. Providing Battle Roster Analysig

1. Integrate events from a variety of]
2. Tracks and manages all training ¢}

3. Deconflicts training and USF/IOTH
4. Maintains a complete calendar of]
5. Creates detailed reports on all ac|
6. Tracks individual schedules (eve !

)

10. DTMS users access these featu
schedule training classes, enroll solf

7 ides approved collectiv
iversal Task List (AUTL)
gr Action Reports (AARs
it roll-up of training cong
'hysical Fitness Tests, Arf

ent tasks from “Enlistme

manders and trainers t
ings and assists the un
br a tool to assess trainin
aining requirements to 3

htabase.

jpdule and calendar.
and status reporting.
fe/fuse and deconflict all

rin HTML and text form

Tool to assist in determi

Iocation.
E/Collective event sche
bvents on the web.
vities with standard or ¢
, system, and soldier).

process while maintain
real-time.
{

[raining events and NET].

hensive range of feature

ivities with standard or g

$s while maintaining the

sources (DA, PMs, Units
ents and NET/sustainm

es via a web-based man
iers, and develop and track training requirements and course

has been customized to support the on-going
ing managers with a comprehensive password
al systems training online. DTMS allows users
soldiers. Training managers at the separate
anagers, and other Department of Army

ot only new equipment training (NET), but also
n of the Event Manager module, with DTMS, to
Evaluation (IOT&E) and Collective Training,
anaging all major events. The enhanced

ity to de-conflict schedules, for soldiers

pment and can track separate METL for Unit,

e and individual tasks, Combined Arms Training
, and the Universal Joint Task List (UJTL).

and commanders’ assessments of training
jucted through a series of customizable tabs to
my Warrior Training, AR 350-1 common military
nt to Retirement”.

b conduct training trend analysis. This capability
t in getting the most from their available training
g challenges in groups of soldiers or

ustain operational readiness.

s that simplify training management by:

training requirements at the lowest level.
software versions, and prerequisites.

ustom reporting tools (can be exported to
at).

ability to approve soldier participation.
ning unit status.

)

ent/collective classes, to include resources, and

dules.

ustom reporting tools.

ing the ability to approve individual participation.

agement tool. This tool allows them to
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Different levels of access are as fo
1. Soldiers access a schedule to ¢l

2. Training managers access a reg;mtration database to regi
3. Instructors access a scheduling
4. Commanders access a scheduli
completion and statistics.

ows:
ose training.

d
1

atabase to schedule ang
g database to track the

ster soldiers.
i offer new classes.
scheduled training within their command for

(2) Briefly describe the priva
addressed to safeguard priv

Cy risks associated wit|

Hey.

h the PIl collected and how these risks are

adequate and the
and CAC access.

Appropriate safeguards are in place fg

(r the collection, use, and s

risk to DTMS is Minjmal. Information is proted

haring of information. Security measures are
ted by user passwords, firewalls, antivirus software,

h. With whom will the PIl be share;m
outside your Component (e.g., ot

through data excha
r DoD Components

nge, both within your DoD Component and
Federal Agencies)? Indicate all that apply.

XI Within the DoD Componert.

Specify. U.S. Army Traifling and Doctrine Command Headquarters, Army G-1 (Army
Training Requifements and Resources System), Army Staff Principals in the
chain of commgnd, Department of Army Inspector General, Army Audit
Agency, FORSIFOM G3/5/7, U.S. Army Criminal Investigation Command,
Intelligence and| Security Command, Rrovost Marshall General, Assistant
Secretary of thgd Army (Financial Management and Comptroller) and unit
commanders.

[[] Other DoD Components.

Specify. Internal DoD agencies that would obtain access to PIl in this system, on
request in supjfrt of an authorized investigation or audit, may include
Department of Defense Inspector General and Defense Criminal Investigation
Service.

[T] Other Federal Agencies.
Specify. [
[[] State and Local Agencies.
Specify.
<] Contractor (Enter name and dpscribe the language in the contract that safeguards PII.)
Specify. nFocus
General Dynamig$-Information Technology (GD-IT)
Research, Analy(:Ts and Maintenance (RAM)
The following is the contract wording concerning Privacy Act information:
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[[] Other (e.g., commercial prov,

Specify.

i. Do individuals have the opportunity to object to the

[C] Yes

(1) If"Yes," describe metho(

"The Contractor
individuals, to af
Public Law 93-5
regulations. Vid

Will be required to desig

¥9, December 31, 1974

complish an agency fun

ation of the Act may involve the imposition of criminal penalties."

n, develop, or operate a system of records on
ctions subject to the Privacy Act of 1974,

5 U.S.C. 552a) and applicable agency

Hers, colleges).

|

XI  No

collection of their PII?

by which individuals ¢an object to the collection of PII.

The individual implicitly consent to {4
enlistment in the Armed Forces, atvhich time they are prov

apture and use of that in

formation at the time of employment or
ded a Privacy Advisory

(2) If "No," state the reason Why individuals cannot

object.

Individuals do not have the capabili
is received electronically from the |

to enter PII data nor dg

AP dB or MEDPROS dB.

es DTMS manually modify the Pil data. All data

j- Do individuals have the opportynity to consent to th

[ Yes

(1) If"Yes," describe the me

X

No

hod by which individua

e specific uses of their PII?

Is can give or withhold their consent.

The individual implicitly consent to g
enlistment in the Armed Forces, at Which time they are provig

hpture and use of that in

ormation at the time of employment or
led a Privacy Advisory.

(2) I "No," state the reason w‘hy individuals cannot

jive or withhold their consent.

DDF

Individuals implicitly consent to the
Department of the Army, at which ti

;Nlapture and use of Pll at the time of employment or enlistment in the

e they are provided a Pri

vacy Advisory.
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k. What information is provided 9 an individual when lasked to provide Pll data? Indicate all that
apply. '

[] Privacy Act Statement M Privacy Advisory
[ Other X None

Describe
each
applicable
format.

NOTE:

Sections 1 and 2 above are to Be posted to the Component's Web site. Posting of these

Sections indicates that the PIA|has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the jpublication of Sections 1 and/or 2 if they contain information that
would reveal sensitive informaﬁ:on or raise security concerns.
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